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1. Introduction:

This document describes the procedure for digital certificate changeover in the NDS application at NDS Member-end Server. 

The procedure for digital certificate changeover may be carried out using administrator windows user Id (preferably Domain administrator) as it has been observed that other user ids (normal windows user including the one specifically created for NDS Application) are at times unable to change the Registry settings required during digital certificate changeover.

Please check for the communication by NDS Helpdesk / PSPC (vide news broadcast over NDS / e-mail/ web based Centralized Helpdesk) for the precise time to start the activity of digital certificate changeover on the scheduled day.

The digital certificate changeover activity should be started only after confirmation of the start time from NDS Helpdesk / PSPC as the certificate is required to be changed simultaneously at both member-end and Host (RBI) end. Simultaneous changeover of digital certificate is essential to ensure availability of the PKI pair of private key and corresponding public key at both member-end server and host server. In the absence of the correct pair of PKI keys, the encryption / decryption of the messages may not take place and user will get message regarding Encryption Failure / Decryption Failure.

The changeover procedure consists of four steps viz., 

i. Prerequisite activity to ascertain processing of messages from NDS Queues on the Server.

ii. Backup of existing Certificates and Registry folder.

iii. Placing new digital certificate and new Registry settings.

iv. Ascertaining successful changeover vide operation in NDS application.  

2. Pre-Requisite activity to ascertain processing of messages from NDS Queues 

Before starting the digital certificate changeover activity ensure that there is no current depth in the NDS Queues (i.e., messages are remaining in the queue for processing) else said messages may not get processed after changeover of digital certificate.  

a. Disconnect on the NDS Server Admin GUI, Stop Processes and perform End of Day (EOD) operation at your end.

b. Refresh all queues (select the queues folder and press ‘F5’ key) under Queue Manager NDS1P.LudId.QMGR and ensure that the Current Depth of all queues is zero. In case TXN or NEGOT queue is having some current depth then Start Processes in the Server Admin GUI window. Once the depth comes to zero Stop Process. In case UNPROCQ or TEMP_UNPROCQ queue is having some current depth, process the messages using the batch file/ check box on the Server Admin GUI. Close the batch file command window once the current depth comes to zero.

(Refer the following Screen Shot where the LudId corresponds to the respective member’s LUD Id)
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If there is current depth in INPUTLOG, OUTPUTLOG and QUERY queues of Q-Manager NDS1P.LudId.QMGR, the messages may be deleted as follows:

Right Click on the above respective queue ( Select “All Tasks” ( Select “Clear Messages”.

The above stated deletion of messages should not be carried out from any other queue.
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After clicking on “Clear Messages” following message will pop up
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Click “Yes” to remove all the messages from queue.

3. Taking the backup of ‘Certificates’ folder and Registry settings:

Follow the steps given below to take the backup of the existing ‘Certificates’ folder and the Registry settings. This step is essential to ensure reversal to original certificates, if required. The steps mentioned hereunder need to be executed on member server only. In case the Certificates Folder and Registry settings is separate for both nodes of a cluster, the stated  activity should be carried out on both the nodes of the server.
In case of Cluster Server, the steps should be carried out on one node only (active node) if the Certificates folder is present in common drive (shared drive) and in case the Certificates folder is not present in common drive, it has to be carried out on both the nodes.

To know the path of the Certificates folder follow the procedure as under and go to Registry Editor. 

a. Click Start ( Run ( Type ‘regedit’ and Press OK

        
(As shown in following Screen Shot) 
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b. After opening the registry editor, select the folder

My Computer/HKEY_LOCAL_MACHINE/SOFTWARE/TCS

                 (As shown in the following Screen Shot)
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c.
Go to Security folder inside TCS folder (TCS(RBI PDO(Security) as shown in the screen shot below. 
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Check the path mentioned in Certs_Dir (in the right side of the screen under Data column) in the security folder as shown in the screen shot below. The path mentioned by Certs_Dir refers to the complete path of the ‘Certificates’ folder.
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3.1 Rename the Certificates folder to Certificates_18032006.

    Go to the drive where the folder ‘Certificates’ is present and rename the ‘Certificates’ folder (select the folder( Right Click(Rename) to ‘Certificates_18032006’ as shown in the following screen shot.
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3.2  Taking the Backup of Registry Settings:

I. 
Click Start ( Run ( Type ‘regedit’ and Press OK

        
(As shown in following Screen Shot) 
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II. After opening the registry editor, select the folder

My Computer/HKEY_LOCAL_MACHINE/SOFTWARE/TCS

                 (As shown in the following Screen Shot)
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III. After selecting the TCS folder click, Registry ( Export Registry file   option from top menu. (Refer the following Screen Shot)
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IV. Then give “TCS_REG_18032006” as the name of the file to which the contents of TCS registry should be exported and save it as shown in the screen shot below.
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This completes the procedure of taking backup of the existing ‘Certificates’ folder and the extant Registry settings.

4. Digital Certificate Replacement Procedure

The digital certificate replacement procedure consists of three steps as follows:

A. Changing the public key of RBI at the end of NDS Member (Mandatory for all NDS Members as the digital certificate of RBI is being changed on 18-03-2006).
B. Changing the private key of NDS Member (self) at concerned member end (This step is to be followed by all NDS members. NDS members who are not replacing their own digital certificate on 18-03-2006 have to follow the procedure stated in step 4.1.4 whereas the NDS Members who are replacing their own digital certificate on 18-03-2006 have to follow step 4.1.5).
C. Changing the public key of NDS Member at Host (RBI) end (For only those NDS Members who are replacing their digital certificate on 18-03-2006).

Out of the three steps stated above, the step A. is mandatory and should be done by all NDS members irrespective of whether they are changing their own certificate or not. 

The step B has to be performed by NDS members as applicable. Step C. is required to be performed for the NDS members whose certificate is expiring in March 2006 and have got new certificate from IDRBT and they have forwarded their public key (.cer file) to NDS Helpdesk.
4.1 Changing the public key of RBI certificate at NDS member end:
4.1.1 Creating Certificates folder:
Create a folder with name ‘Certificates’ in C drive. In case if the drive in which certificates were stored previously was different for your institution then create the Certificates folder in the concerned drive. Please be careful of the spelling of the folder name ‘Certificates’.
4.1.2 Extracting Certificates_Chageover folder:

Copy the Certificates_Changeover.zip to C drive or the appropriate drive. 

Extract the contents of Certificates_Changeover.zip to a folder in C drive 

(Select Certificates_Changeover.zip(Right Click(WinZip(Extract To Here). A folder ‘Certificates_Changeover’ will be created in C:\ drive with 5 files).
The extracted ‘Certificate_Changeover’ folder will contain following files:

	Sr.No
	File Name
	Purpose

	1
	UTILITY.EXE
	To set the Pass Phrase

	2
	Receiver.cert
	RBI’s public key

	3
	cacert.pem
	CA (IDRBT)  key

	4
	crl.pem
	Certificate Revocation List

	5
	RegNewCert.reg
	To change registry settings


4.1.3 Copying the contents of Certificate_Changeover folder to the folder ‘Certificates’:

Copy the Receiver.cert, cacert.pem, crl.pem, RegNewCert.reg and UTILITY.EXE from ‘Certificates_Changeover’ folder in to the ‘Certificates’ folder. 
4.1.4
Private key and Public key of digital certificate (self) at concerned Member End for NDS Members not changing own digital certificate on 18-03-2006:
Those NDS Members who are not replacing their digital certificate on 18-03-2006 (i.e.,  have not obtained new digital certificate from IDRBT) will copy their current public key (LudIdcert.cert) and private key (LudIdprivate.pem) from the folder ‘Certificates_18032006’ to the folder ‘Certificates’. In case of Cluster Server, this may be done on both nodes, if required.
4.1.5
Private key and Public key of digital certificate (self) at concerned Member End for NDS Members who are changing own digital certificate on 18-03-2006:

NDS Members who are replacing their digital certificate on 18-03-2006 (i.e., have obtained new digital certificate from IDRBT) will copy the new private key (.pem file generated through Request Gen software) and the new public key (.cer file obtained from IDRBT) into Certificates folder. 
Then rename the public key (.cer) & private key (.pem) as follows:

I. Click Start ( Run ( Type “cmd” and press OK to go to command 

            prompt.
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II. Type “cd C:\Certificates” (or <appropriate drive>:\Certificates) and press ENTER to go to Certificate directory.   

III. Now rename the public key using the REN command as follows.

C:\Certificates \> ren PublicKeyName.cer LudIdcert.cert (e.g. 

A123cert.cert)
            (Where LudId is the Member’s LUD Id, also refer the following Screen Shot)
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IV. Rename the private key copied to C:\Certificates folder to LudIdprivate.pem (e.g. A123private.pem) using the above procedure.
4.1.6 Checking the Contents of Certificates folder:

Follow the steps mentioned in I and II of 4.1.3 and type the command DIR on command prompt and check that the folder “C:\Certificates” contains the following files.   

· LudIdcert.cert (e.g. A123cert.cert)
· LudIdprivate.pem  (e.g. A123private.pem)
· cacert.pem

· crl.pem

· Receiver.cert

· Utility.exe

· RegNewCert.reg

(Refer the following Screen Shot)
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4.1.7
 Registry Setup:  

Double click the file RegNewCert.reg present in C:\Certificates folder.   

The following message will pop up.
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Click “Yes”.

            After clicking “Yes”, a new window will appear displaying the message that the  

            information in the registry file is successfully entered in to the registry. Click   

            “OK” button present in the new window.
4.1.8   Checking the contents of Registry:

 Open the Registry Editor and ensure that the value (under column ‘Data’) of   

 following keys is 86E6.
       (For going to Registry entries, refer step 3.2.I and 3.2.II). Then check as under:

· My Computer/HKEY_LOCAL_MACHINE/SOFTWARE/TCS/RBI-PDO/ SERIAL_NO

· My Computer/HKEY_LOCAL_MACHINE/SOFTWARE/TCS/RBI-PDO/ SECURITY/SERIAL_NO

      Verify : The value of the key ‘Serial_ No’ should be 86E6 under the field data.
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4.1.9  Setting the Password Phrase in the registry:
Note: This step should be done only by those NDS members who  are replacing their digital certificate on 18-03-2006:
· Run the utility.exe by double clicking it (this will be present in C:\Certificates Folder).  

· Now select the Radio Button for “Set Pass phrase” and type the pass phrase in the textbox labeled as “Own Pass Phrase”. (Refer the following Screen Shot)
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· Press ‘Ok’ button to save it.

Please ensure that you enter the exact pass phrase that you had given when your private key and request file was generated. Also ensure that you enter the pass phrase in the correct case as it is case sensitive.
The following message will pop up after pressing OK
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Click OK.

      After making the Registry Entries Successfully, Click ‘Cancel’ button to close the   

      Window.

    This will complete the Step 1 (changing of the public key of RBI certificate at NDS Member-end) and Step 2 (changing of self private key of NDS Member certificate at NDS Member-end) as stated above.
4.2 Changing of the public key of member bank at RBI end:
Note: This step will be carried out at Host-end by NDS Helpdesk for those members who have forwarded their new public key obtained from IDRBT:
  Mail the LudIdcert.cert (A123cert.cert) present in the Certificates folder to NDS   

  Helpdesk (ndshelpdesk@rbi.org.in). Also mention the new serial number of the Certificate in the mail. If the public key is already mailed to NDS Helpdesk and it has acknowledged receipt of the same, no need to send again. 
  5. Checklist for Certificate Changeover:

1. Ensure that Certificates folder is present in the appropriate drive.

2. Ensure the path of the Certificates folder mentioned in Certs_Dir (Path: Regedit-> My Computer -> HKEY_LOCAL_MACHINE -> Software -> TCS -> Security) points to the correct path of Certificates folder.

3. Ensure that .pem and .cert file inside Certificate folder is the newly obtained one by checking the modified date (If the certificate is new).

4. Ensure that the serial number (SERIAL_NO) in RBI-PDO and Security folder (present inside TCS registry) contains the value 86E6. Refer to point 4.1.8 for guidance.    

5. In case of any mistake done during Pass Phrase registry, you can use the UTILITY.EXE to register again.

6.  Ascertaining successful digital certificate Changeover:

In order to test the successful completion of certificate changeover, perform the following activities:

1. Start the channels if they were not in running state.

2. Connect to the host and start the processes.

3. Login to the application. Go to MktInfo -> Yield Calculator. Perform yield calculation for a live instrument (an instrument whose Redemption date is greater than 18/03/2006 e.g., 8.07% GS 2017). If the yield output is displayed, then the Certificate changeover is successful.

4. In case of “Encryption failure” / “Decryption Failure” or some other related errors, refer troubleshooting procedure mentioned below.

Once the digital certificate changeover is successful, please send a confirmatory e-mail to NDS Helpdesk (without fail) and then you may call it a day after carrying out the usual EOD process (EOD can be done more than once in a day).
NDS Members may give a feedback (through e-mail) on the specific inadequacy / suggest improvement in the digital certificate changeover procedure document so that it may be taken into account in future. 
7. Troubleshooting (possible errors that may be encountered in certificate changeover):
7.1 
Troubleshooting for message related to Encryption Failure (when testing the operations after certificate changeover):

The precise error information will be available in the Security Trace folder on the NDS Server.

To find out the reason for error, please follow as under:

Path to go to the Trace folder:

To get the path of the trace folder go to Registry Editor and  refer My Computer/ HKEY_LOCAL_MACHINE/SOFTWARE/TCS/RBI-PDO/ TRACEFILEPATH. 
Inside Trace folder open the file SecurityTrace_18-03-2006.txt. 
7.2
The possible errors and the solution were mentioned below:
Error 1:Open failed on input file C:\\Certificates\\Receiver.cert:

Probable Cause: Certificate folder not present or not present in the location mentioned in Certs_Dir of TCS registry.
Solution: 

(i) Check whether the Certificates folder is present in the appropriate drive. Also check and verify that the spelling of the “Certificates” folder is correct. 
(ii) Verify whether the physical location of Certificates folder is same as the path mentioned in Certs_Dir in the TCS registry (Refer Regedit-> My Computer -> HKEY_LOCAL_MACHINE -> Software -> TCS -> Security -> Certs_Dir). If the path is not same, right click Certs_Dir -> Modify -> Enter the correct path -> OK.

Error 2: Open failed on input file C:\\Certificates\\<LudId>cert.cert
Probable Cause: Public key (.cert file) not available in Certificates folder.

Solution: 

Check whether the Certificates folder contains the file <LudId>cert.cert. If not present, follow the procedure mentioned in 4.1.4 or 4.1.5 (as applicable) to copy the file to the folder ‘Certificates’ and rename the same. 
Error 3: Open failed on input file C:\\Certificates\\<LudId>private.pem
Probable Cause: Private Key not available in Certificates folder.

Solution: 

Check whether the Certificates folder contains the file <LudId>private.pem. If  not present, follow the procedure mentioned in 4.1.4 or 4.1.5 (as applicable) to copy the file to the folder ‘Certificates’ and rename the same.
Error 4: GETTING PRIVATE KEY FROM PASS PHRASE FAILED
Probable Cause: Pass Phrase not registered or Pass Phrase registered is wrong.

Solution:

(i) Perform the step 4.1.9 and register the Pass Phrase again. Ensure that you  

are entering correct Pass Phrase since it is case sensitive. (This step is applicable only for only to those NDS members who have acquired new certificate from IDRBT). 

7.3 Troubleshooting for Decryption Failure:

(i) Check whether Receiver.cert is present in Certificates folder.

(ii) Check the modified date of Receiver.cert in Certificates folder. It should be 03/03/2006. If the modified date is of some other date then rename the existing Receiver.cert to Receiver_old.cert and copy the Receiver.cert from Certificates_Changeover folder and paste the same in Certificates folder. Then check the modified date again.

(iii) Check the contents of the SERIAL_NO key present in TCS registry. Refer 4.1.8 step for guidance. The value should be 86E6.
(iv) Ensure that you have provided your public key (<LudId>cert.cert) to RBI. This is applicable only to members whose certificate is expiring in March 2006 and have acquired new certificate from IDRBT.
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